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A microscopic view of bursts, buffer contention, and loss in data centers

Authors: Ehab Ghabashneh, Yimeng Zhao, Cristian Lumezanu, Neil Spring, Srikanth Sundaresan,

Sanjay Rao Authors Info & Claims

IMC '22: Proceedings of the 22nd ACM Internet Measurement Conference = Pages 567 - 580
https://doi.org/10.1145/3517745.3561430

. - _ e  https://dl.acm.org/doi/10.1145/3517745.3561430
Meta's eBPF-based fc (traffic classifier) filter that runs inthe o  hitps://engineering.fb.com/2023/04/1 7/networking

Linux kernel to collect fine-grained networking data. -traffic/millisampler-network-traffic-analysis/
e eBPF sampling interval: 0.1. 1. 10 milliseconds e  https://www.facebook.com/watch/?v=113581142
_ I ' 7018906
e Metrics are collected per CPU core.
e Batch processing: each run contains 2000 eBPF
samples; 9000 racks; 1 run per hour; run for 4 days.
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Linux Networking Stack

User space applications
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TCP Segment Header Format
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Sequence Number
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Flags

Ope;:ra

UDP Datagram Header Format
7[s | 2|24
Source Port Destination Port

Length Header and Data Checksum

IPv4 Packet Header Format
L3 Network Layer
_ 7 | 8 15 | T 2 |z-u

Version THL DECP ECH Total Lengih
| " ldentifizabon T [Faags | Fragmant Offsat
Time: to Live [ Protocol [ ) Headier Checsum
) Source P‘ Address
Destinaticn |P Address
Optins (f THL > 5)

L2 Link Layer Ethernet (802.3) Frame Format
byle | 6bjtes | Gbyles | 2bjtes | 42101500 byles | dbytes | 12bytes

Stant ol' =
. Destination | Source MAC = _ Inter-frame
Preamdie Dl:.r:‘:o" MAC Address Address Type Data (payload) CRC

Image source: https//networkengineering stackexchange.com/questions/25563/what-is-the-
reason-for-the-different-order-of-the-source-and-destination-in-a-12
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eCounter Design 25 o
: : Continuous
Agent Layer Prototype #Metrics eBPF map type Resolution monitoring
MilliSampler L4 | HTTP (TCP) 6 PERCPU_ARRAY | Stb-millisecond X
- millisecond
Node-exporter | L2 N/A 2 N/A Second - Minute
eCounter L3 TCP/UDP 4 LRU_HASH Millisecond

Inline (per-packet) L3 (per-IP address) millisecond-resolution network monitoring agent
Designed for scientific data acquisition (SciDAQ) system
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i struct traffic_key_t { Snapshot - Export

__u32 ip; // IPv4 addresses denoted as integer .

__u8 proto; // IPPROTO_TCP, IPPROTO_UDP, etc 3
4 __u8 pad[3]; // pad to 4 bytes 1 |y T 65 bi
s}; // user-defined map key, 8 bytes : 3|F Ime-serias bins
. Ring buffer S

. 1 Zla

7struct traffic_val_t { . -8 S| Time-series bins
8 __u64 packets; // packet number I I I r
) __u64 bytes; // packet length 1 j*
aw}; // user-defined map value, 16 bytes Append latest map value
o _ r’l 3 Get diff array/bins
1z // Define an eBPF LRU hash map named as "map_out_tc" Fine-grained = Coarse-grained Userspace
13 struct { time tick 3 time tick

__uint(type, BPF_MAP_TYPE_LRU_HASH); -

Kernel

__uint(max_entries, 2048); // entries allowed ]
__type(key, struct traffic_key_t): ‘._-'.'_'. _—.'.'.'.'.-.'_'.'_—.'.'.'.'.—.'_'.'_—.'.'.'.'.—.'_'.'_—.'.'.'.'.-.'_'.'_—.'.'.'.'.—.',I'3 ,
__type(value, struct traffic_val_t); : : : : M

;\-} map_out_tc SEC(".maps"); ! o
. e i ((IPv4, UDP/TCP) ) | (#bytes, #packets) | i i__!
Listing 1: Definition of our eBPF maps. : il

Update on every packet

eBPF map size: 48KiB Fine-grained timescale: 1/4000 - 1/20 seconds
Memlock: 185216 B Coarse-grained timescale: 1 second
CPU L1 data cache: 4 - 5 MiB Ring-buffer: 60 seconds
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-Kernel counter validation: compared to "nc’, "/proc/net/device” statistics

.User-space validation:
-Fine-grained time bins within 1 second: 20, 196, 1784, 3257
Jperf3 UDP streaming, 1400-byte payload, capped at 8 Gbps
-8.16 Gbps reported by our agent
-8.16 / 8 =1428 (payload + L3&L4 headers) / 1400

Operating system Server NIC MTU size
+ Ubuntu « Arm » BlueField-2 DPU  9KB
 Alma + x86 + ConnectX-6 Dx - 1.5KB



Minimal Throughput Impact od ND1S
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* Ingress eBPF hook types: <D P-offload, XDP-
native (MTU <= 3498 B), XDP-generic, TC

» Egress eBPF hook type: TC
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x86 --> (Host Arm) (Host Arm) --> x86 Avg. Triggered

P4b4-Jumbo P8b2-Jumbo P4b4-Normal  Pb8b2-Normal Average

UDP unlimited rate, ingress hook only TCP bi-directional, MTU=9 KB,
same hook type on both ends



Low Resource Utilization e —

Packets

Run 1: polling at 20 Hz Table 4: Resource Utilization of User-Space Applications
. 35800
35780 \/\/\/\ Target polling frequency (Hz) | 20 | 200 | 2000 | 4000
: T T T . : : ; : : Max. CPU utilization (%) 1 2 3 4
Aun 2: polling at 200 Hz Involved CPU cores 2 2 2 3
, 36601 Per-second JSON report (KiB) | 0.35 | 2.57 | 19.19 | 34.81
£ s6a0d M\MWVW\NWMMV\ Max. disk write (KiB/s) 4 8 24 40
= | . . _ ‘ | . . | | . Max. cache miss (minflt/s) 6 57 72 179
0 10 20 30 40 50 60 70 80 90 100
Run 3: polling at 2000 Hz . . "o " . .
, 750 iperf3 client "pidstat" monitoring
ﬁ 500 + l
* e e e e e et e et et e s et s Ingress Lower Lower
0 100 200 300 400 500 600 700 80O 900 1000 _ _
Run 4: polling at 4000 Hz Egress ngher ngher

250 4
§ mmmﬂmm Hook Throughput | Kernel CPU %

L] T T T L] L] L) T T T T
1] 200 400 600 8OO 1000 1200 1400 1600 1800 2000
Time bins of a 0.5-second window
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[SUM] 0.00-10.80 se s 98.6 Gbits/sec 0.000 ms 6/13781620 (©%) sender
[SUM] 0.00-10.08 se s 96.8 Gbits/sec ©8.812 ms 257031/13781620 (1.9%) receiver
[SUM] 0.00-10.08 se s 99.0 Gbits/sec 900 sender
[SUM] 0.00-10.00 se 5 9B8.9 Gbits/sec receiver
L Fine-grained time tick (milliseconds) 100 10 1

TCP (Gbps) 99.0 99.0 98.9
* 100 Gbps NICs, single link

+ Sender: egress TC hook )
« Receiver: ingress TC hook UDP (Gbps) - Sender 9.0 | 96.1 | 97.0

* iperf3 option —-P16 —b0 _
+  5-run average UDP (Gbps) - Receiver 94.2 94.0 95.0
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» 1. packet rate (PPS), limited by NIC
» |: number of active connections in a coarse-grained window

» f. number of fine-grained bins in a coarse-grained window For 1=1, we pushed to fl ~3,200
Operation Time | Space §CiDAQ(e.g., EJFAT) system:
Kernel | Updating eBPF map | O(r) | O(1) o Ellgh _datla rate from a Smglle source
User-space | Polling eBPF map O(fl) | O(f] ° ] Seheé)tli\lfc(i: g;gﬁfﬁ?ﬁe‘;;tsopo ogy
Exporting statistics | O(f1) | O(f1)

Considering cache miss for larger 1,
we will target at fl ~ 1,000

For distributed deployment

v' Use smaller coarse-grained window
size, e.g., 1 second ==> 0.1 second

v" Number of fine-grained bins: 20 - 50
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Lightweight millisecond-resolution
L3 network monitoring; » First bin spike because of the
Nearly no influence on the coarse-grained window switch;
throughput; » Does not work for kernel-bypassing
Minimum influence on CPU & traffic or InfiniBand => DPU
memory utilization; e "sudo" permission required
Independent of SciDAQ « Harder to deploy than Prometheus
streaming applications; exporters
Works on all modern (kernel .

5.X) Linux platforms;
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High-Touch Server

.......................

ESnet6 Core Router :
|
|

AMD Xilinx Alveo :
U280 FPGA

(1 per server) :
FPGA Servers :

(2 per hub site) ;

1717

High-Touch: https://www.es.net/network-r-and-d/esnets-high-touch-project/
eCounter: Inline Per-IP Network Monitoring at Millisecond Resolution via eBPF, Mei et al, November 2025 14
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Forthcoming DOE booth demonstration

https://scdoe.info/demonstrations/

Station 1

Team:
Xinxin (Cissie) Mei

Catch Every Packet: Millisecond Network Monitoring
on Linux

Associated Organizations: Jefferson Lab

» Abstract

Experience millisecond-resolution network monitoring
in action! This demonstration shows how Linux
systems can capture and report fine-grained telemetry
in real time, enabling HPC and Al workloads to achieve
unprecedented visibility into network performance.
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