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Prometheus Node-Exporter
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Sampling frequency matters!
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Every 2 minutes, I activated an iperf3 process sending data at 8 Gbps for 60 seconds.

dst_IPsrc_IP

~6.5 Gbps

~7.7 Gbps

~7.2 Gbps

~3.5 Gbps



MilliSampler, Meta’s Success Story

Why can't we run 
MilliSampler
continuously in a 
data center? 

Meta's eBPF-based tc (traffic classifier) filter that runs in the 

Linux kernel to collect fine-grained networking data.​

● eBPF sampling interval: 0.1, 1, 10 milliseconds.​

● Metrics are collected per CPU core.​

● Batch processing: each run contains 2000 eBPF

samples; 9000 racks; 1 run per hour; run for 4 days.

● https://dl.acm.org/doi/10.1145/3517745.3561430

● https://engineering.fb.com/2023/04/17/networking

-traffic/millisampler-network-traffic-analysis/

● https://www.facebook.com/watch/?v=113581142

7018906
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L4 Transport Layer

L3 Network Layer

L2 Link Layer

Image source: https://networkengineering .stackexchange.com/questions/25563/what-is-the-
reason-for-the-different-order-of-the-source-and-destination-in-a-l2

Linux Networking Stack
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eCounter Design

Agent Layer Prototype #Metrics eBPF map type Resolution
Continuous 

monitoring

MilliSampler L4 HTTP (TCP) 6 PERCPU_ARRAY
Sub-millisecond 

- millisecond

Node-exporter L2 N/A 2 N/A Second - Minute

eCounter L3 TCP/UDP 4 LRU_HASH Millisecond
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Inline (per-packet) L3 (per-IP address) millisecond-resolution network monitoring agent

Designed for scientific data acquisition (SciDAQ) system



eCounter Architecture
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eBPF map size: 48KiB

Memlock: 185216 B
CPU L1 data cache: 4 - 5 MiB

Fine-grained timescale: 1/4000 - 1/20 seconds

Coarse-grained timescale: 1 second
Ring-buffer: 60 seconds



Validation

●Kernel counter validation: compared to "nc", "/proc/net/device" statistics

●User-space validation:
○Fine-grained time bins within 1 second: 20, 196, 1784, 3257

○iperf3 UDP streaming, 1400-byte payload, capped at 8 Gbps

○8.16 Gbps reported by our agent

○8.16 / 8 = 1428 (payload + L3&L4 headers) / 1400
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Operating system

• Ubuntu
• Alma

Server

• Arm
• x86

MTU size

• 9 KB
• 1.5 KB

NIC

• BlueField-2 DPU
• ConnectX-6 Dx



UDP unlimited rate, ingress hook only
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• Ingress eBPF hook types: XDP-offload, XDP-

native (MTU <= 3498 B), XDP-generic, TC

• Egress eBPF hook type: TC

<1% difference

Minimal Throughput Impact

TCP bi-directional, MTU=9 KB, 
same hook type on both ends



Low Resource Utilization
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iperf3 client "pidstat" monitoring

Ingress Lower Lower

Egress Higher Higher

Hook Throughput Kernel CPU %



Stress Testing
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• 100 Gbps NICs, single link

• Sender: egress TC hook
• Receiver: ingress TC hook
• iperf3 option –P16 –b0

• 5-run average

Fine-grained time tick (milliseconds) 100 10 1

TCP (Gbps) 99.0 99.0 98.9

UDP (Gbps) - Sender 96.0 96.1 97.0

UDP (Gbps) - Receiver 94.2 94.0 95.0

TCP

UDP



Scalability Analysis
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➢ r: packet rate (PPS), limited by NIC

➢ l: number of active connections in a coarse-grained window
➢ f: number of fine-grained bins in a coarse-grained window For l=1, we pushed to fl ~3,200

Considering cache miss for larger l, 
we will target at fl ~ 1,000

SciDAQ (e.g., EJFAT) system:
• High data rate from a single source
• Relatively consistent topology
• l should be within tens

For distributed deployment

✓ Use smaller coarse-grained window 
size, e.g., 1 second ==> 0.1 second

✓ Number of fine-grained bins: 20 - 50



Summary
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• Lightweight millisecond-resolution 

L3 network monitoring;

• Nearly no influence on the 

throughput;

• Minimum influence on CPU & 

memory utilization;

• Independent of SciDAQ

streaming applications;

• Works on all modern (kernel 

5.x) Linux platforms;

• ...

• First bin spike because of the 

coarse-grained window switch;

• Does not work for kernel-bypassing 

traffic or InfiniBand => DPU

• "sudo" permission required

• Harder to deploy than Prometheus 

exporters

• ...



Envision
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High-
Touch+

• Last-mile 
visibility

eCenter

• A networking 
digital twin

AI+

• Anomaly 
detection

• ...

SciDAQ

• Autonomous 
experiment

High-Touch: https://www.es.net/network-r-and-d/esnets-high-touch-project/
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https://scdoe.info/demonstrations/

WEDNESDAY, NOV. 19

WEDNESDAY, NOV. 19

Forthcoming DOE booth demonstration
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