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Deep Learning explores the 
study of algorithms that can 
learn from and make
predictions on data 

Autonomous 
Vehicles 

Medical 
Bioinformatics

Industrial 
IOTSurveillance

Financial 
Ecommerce 
Social Security

Cloud
Acceleration

Deep Learning
is Re-defining 

Many Applications

Wired and Wireless
Networks
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Market Drivers
Network Traffic doubling every 15-18 months
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Market Drivers
Network complexity has increase with updated infrastructure

ML/AI will be key components for monetization in Next Gen Networks
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Booming “Edge + Cloud” AI Demands
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Autonomous driving as “well defined” use case

Front Camera

LiDAR

Surround View 
Camera

Driver Monitoring

Sensor Fusion

Data Aggregation 
& Pre-processing

Compute Acceleration

Scalable ADAS & AD Platforms 
From Sensor to Central ECU

Smart Sensors
˃ Shorter latency
˃ Lower power consumption
˃ Lower cost

Central AD ECU
˃ Supercomputer
˃ High throughput
˃ Security & privacy

Large Scale SimluationNetworking – Which use case ?
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ML for networking - Why

˃ Millions/Billions of independent flows (Video, Social, Web)
˃Complex networks with  higher aggregation
˃Manual policy assignment can not work
˃Reactive control/action is slow

Predictive adjustment is needed for efficient networks
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Networking is diversified – Many ML use cases 
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AI/ ML in Networks
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AI/ ML in Networks
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Access
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OTN

Telco DC

CO/Edge Cloud

IoT devices/Gateway

Radio Units

Network Segment

Optical parameters

QoS ,Traffic policies,Security

Telemetry and Security Policies

Resource allocation, Beam steering

Security, Interconnectivity, OPs

Parameters for quality/efficiency

Machine learning Model
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AI/ ML in 5G NR, Fronthaul, Access
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5G NR Radios

RRU, mMIMO, 
RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core
MEC

Telco CloudRegional DC 
Cloud
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AI/ ML in 5G NR, Fronthaul, Access
˃ Problem

Manual and reactive adjustment of 

network parameters is slow

Page 12

5G NR Radios

RRU, mMIMO, 

RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core

MEC
Telco Cloud

Regional DC 

Cloud

SDN/IBN

controller

SDN/IBN

controller

SDN/IBN

controller

Manual Reactive 

Control
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AI/ ML in 5G NR, Fronthaul, Access
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5G NR Radios

RRU, mMIMO, 
RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core
MEC

Telco CloudRegional DC 
Cloud

ML ML ML

ML

Predictive 
Control ˃ Solution

Use of ML models to adjust network 
parameters
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AI/ ML in 5G NR, Fronthaul, Access
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5G NR Radios

RRU, mMIMO, 
RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core
MECTelco CloudRegional DC 

Cloud

ML ML ML

ML

• DPD 
• Radio Energy 

efficiency 

• M-MIMO
• Beam 

Steering

• QoS
• Content delivery
• Network Flow 

analytics

• Network Telemetry
• Network  

Management and 
optimization

• Network Security

• Power, Resource
• Route selection
• Traffic steering

Predictive 
Control ˃ Solution

Use of ML models to adjust network 
parameters

ML controlled parameters
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Why ML in Networks
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5G NR Radios

RRU, mMIMO, 
RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core
Mobile Edge

Telco DCRegional DC

˃ Example of networking data (Why ML?)
Millions of different flows (Video, Social, Security)
Too Complex for manual optimization
Traditional analytics (Netflow, sFlow, CLIs) can not handle 
complexity

˃ Networking Application 
Telemetry  à Traffic flow monitoring and Analytics 
Predict à Optimize and enhance network performance
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Deploying ML in FPGAs for Telcos
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5G NR Radios

RRU, mMIMO, 
RT BBU

4G Radios

Cell Site

Central Office

Fronthaul

Telco CloudMobile Core
MEC

Telco CloudRegional DC 
Cloud

Classify 
flows

Trained Model 
from Example 

Data

Predict
Output for 
unknown 

Flows

FPGA



© Copyright 2018 Xilinx

Scope area for ML in networks
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AIMLDeep learning
Rule EnginesSupervised 

Unsupervised
reinforcement

MLP, CNN
DNN, RNN

Random Forest
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Scope area for ML in networks
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DNN

AIMLDeep learning

ML in wired and 
Wireless Networks

Rule EnginesSupervised 
Unsupervised
reinforcement

CNN
DNN, RNN

Random Forest

MLP
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Data Sets

(Training)
MNIST 

Handwritten Digits
Google Streetview

House numbers
ImageNet

Expansive Image Set

Networks

(Models) AlexNet VGG GoogLeNet ResNet
Squeeze-

Net

Frameworks

(Development)
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ML for Network Security

˃ Inspect and take action on traffic 
from/to Enterprise network.

˃ Built with
NPUs, FPGAs, CPU, Custom ASIC, 
TCAMs

˃ Includes
MACSec, IPSec, SSL, RegEx, 
Application level security

˃ Why ML
Policies and threats always changing 

>> 20

Firewall Appliance

Firewall
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Random Forest for Malware detection 

˃ Why Random Forest for Network 
security

Low resource utilization
Easier to train
Multiple kernels can be cascade to 
achieve higher performance
Low latency
Can utilize SRAM/DRAM 

CPU

FPGA

PCIe

DDR DDR

DDR DDR

DDR DDR

RF RF

Random Forest ML Model
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ML for QoE in Access Networks

˃ Telco edge cloud application.

˃ Detect the traffic flows causing congestion

˃ ML Algorithm
Auto Encoder (Similar to MLP) 

˃ Written using C and running on programmable 
Accelerator

VU9P
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ML for Optical Transmission
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˃ Problems in Optical Transmission
Chromatic dispersion
Polarization mode dispersion
Laser phase noise
Fiber non linearity

TX LASER MODULATOR

DATA

OSC

HYBRID

ADC

ADCPH
O

TO
 D

IO
D

E

DSPFiber

Transmitter Receiver
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ML for Optical Transmission
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˃ Problems in Optical Transmission
Chromatic dispersion
Polarization mode dispersion
Laser phase noise
Fiber non linearity

TX LASER MODULATOR

DATA

OSC

HYBRID

ADC

ADCPH
O

TO
 D

IO
D

E

ML Model

FPGA

Fiber

Transmitter Receiver

˃ Solution using ML 
Direct detection using ML Algorithms

˃ Advantage
Use of inexpensive fiber and 
transceiver for optical transmission
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Types of ML for OTN
˃ Supervised learning

Model is trained and deployed based on path, wavelength, modulation 
and corresponding BER. Trained model is used to create new paths

˃Unsupervised learning
Model identifies anomalies in the data
‒ Wavelength, path, BER and modulation

˃Reinforcement learning
Model learns through the feedback/effect of modifying the traffic 
parameters (power, modulation etc.)
Delayed reward with trial-and-error 

>> 25



© Copyright 2018 Xilinx

Directly 
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η

DAC ADC

Transmitter
Machine Learning

DNN

Receiver
Machine Learning

DNN

0,1,0,0,1,0,1,...

Bits in

0,1,0,0,1,0,1,

Bits out

Advantage of Machine Learning à Optical data is available for iterative and quick learning 

Optimization directly at the bit-level Source:customer

ML in Optical Transmitter/Receiver
˃ Goal à Best transmission quality from Tx to Rx

Adjust transmitter and receiver parameters to achieve lowest BER
Proactive adjustment of parameters instead of coherent optics
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FPGA Tx

DAC

FPGA Rx

ADC
Directly 

Modulated 
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Machine 
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Learning 

DNNO
ut

pu
t p

ow
er

Input Current
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ML in OTN - Implementation
˃ Implemented on programmable device (using DACs and ADCs for Tx and Rx respectively)

˃ Low cost intensity modulation in transmitter and intensity detection in receiver

˃ BER of 10-6 at 12Gbps achievable with using ML in receiver.

Source:customer
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Network Analytics 

Examples of ML in wireless networks
˃ ML Network analytics to optimize 

OPEX/CAPEX and user experience
Automatically without user interaction

˃ Certain RRM behaviourals can be 
hard to model 

˃ Massive MIMO scheduler complexity

˃ Beamforming optimization

˃ PA agnostic digital predistortion

˃ Improve Radio energy efficiency 
RU

RF

DFE

L1L

DU

L1L

MAC

RLC

CU

RRC

PDCP

L3

ML DPD

ML SCHEDULER
ML BF

ML RRM
ML QoE

ML network planning
ML network optimizations
ML network diagnostics 
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BN-AlexNet
BN-NIN ENet

GoogLeNet

ResNet-18
VGG-16

VGG-19

ResNet-34

ResNet-50

ResNet-101

ResNet-153

ResNeXt-101

Inception-v3

Inception-v4

DenseNet-264

ShuffleNet 2x w
/SE

SENet-154

MobileNet v2
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AlexNet

GoogLeNet

DenseNet

AlexNet

GoogLeNet

DenseNet

Silicon lifecycle

Silicon Hardware Design Cycle Can’t Keep Up with the Rate of AI Innovation

AI is Evolving Incredibly Fast

4
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Adaptive Hardware Enables flexible AI

5

Only programmable hardware Can Keep Up with the Rate of AI Innovation

AlexNet GoogLeNet DenseNet

Adaptable devices allow DSA’s to be updated without new Silicon Hardware
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FPGA based architecture for ML 

3

1) Custom Data Path2) Custom Precision

3) Custom Memory Hierarchy

Off-Chip 
DDR

On-Chip 
Memory
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Machine learning platforms

Performance 
(At Low Latency)

Power Consumption
(Per unit of Performance)

FPGA

CPU

High Low

High

Low

GPU
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Hardware based Machine learning

˃ ML based prediction in Networks requires
Low latency
High Performance 

Performance 
(At Low Latency)

Power Consumption
(Per unit of Performance)

FPGA

CPU

High Low

High

Low

GPU

Hardware based ML give the Highest Performance at Low Latency, with optimal power
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Efficient
Performance/watt
Low Power

Realtime
10x Low latency than CPU and GPU
Data flow processing

DDR

PCIe

Running DNN on Programmable hardware

FPGA

xDNN
PE

xDNN
PE

xDNN
PE

xDNN
PE Platform

CPU

Adaptable
AI algorithms are changing rapidly 
Adjacent acceleration opportunities
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ML in Programmable hardware – Advantage 

˃ Smart City / Cloud Surveillance 

˃ High Resolution Imaging

˃ Security / Malware / Anomaly Detection 
˃ Resource optimization in wired/wireless networks

>> 35

FPGA Advantage: Latency, Cost, Area

FPGA

MLP / 
Random 
Forrest Smart NIC

Custom 
Core

FPGA

xDNN
PE Image 

Scaling, 
Tiling xDNN

PE

FPGA

xDNN
PE

Custom 
Core

Motion 
Analysis

Video 
Decode

PCIe
GPU

CNN

CPU

H.264

Motion 
Analysis Custom
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Multiple Kernels on programmable hardware
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Compute
Region1

Compute
Region2

Compute
Region3

PCIe

DMA

AXI
Full  

AXI
Lite  

Flows

SLR2

SLR2

H.264
Encoder

SLR1

SLR0

SLR1

xDNN

SLR0

Flow 
Classific

ation

H.264
Encoder

xDNN
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Paper | Release Notes (v0.6.2)

Paper: https://arxiv.org/abs/1903.08066

https://arxiv.org/abs/1903.08066
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Machine Learning in 5G

Supervised Learning Unsupervised Learning Reinforcement Learning 

Regression model,
KNN, SVM

Apps in 5G:
Massive MIMO, 
channel model 

estimation/detection; 
user location/behavior 
learning/classification  

Bayesian learning
Apps in 5G:

Massive MIMO, 
channel 

estimation; 
spectrum 

sensing/detection 
and learning in CR

K-means 
clustering

Apps in 5G:
Small cell 

clustering; WiFi
association; 

device-to-device 
user clustering; 

HetNet clustering

PCA, ICA
Apps in 5G:
Spectrum 
sensing, 

anomaly/fault 
detection, signal 
dimensionality 

reduction
DPD

MDP, POMDP, Q-learning
Apps in 5G:

Decision making under unknown 
network conditions; resource 

competition in femto/small cell 
channel selection and spectrum 

sharing for D2D networks, energy 
modeling
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Machine Learning in 5G
˃ ML tools enabling rapid deployment and integration of ML functions in radio and BB

˃ From ML network description in, for example, TensorFlow → Versal implementation
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ML in Communications - Summary

˃Next generation networks are complex, ML and AI will play a key 

role in

Management and control of network parameters (QoS, Filtering)

Security and threat prevention

Anomaly detection

Telemetry 

˃ Supervised learning are most common use cases for applying ML in comms

Random forest

MLPs

˃ Telco DC in wired and wireless can easily deploy ML.

˃ In wireless networks – beamforming, Radio resource optimization can use ML.
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Moving Towards Unified AI Platform
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Cloud 
Machine Learning

Unified AI 
Platform

Edge 
Machine Learning

DNNDK

DPUxDNN

xfDNN

Adaptable solutions, compatible tools, uncompromised performance

CNN/MLP

Wireless and
Telco DC

Decision
Trees

Network
Firewalls
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Adaptable.
Intelligent.
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