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ABSTRACT

In this paper we describe a 100Gbps capable OpenFlow based
Science DMZ approach which combines adaptive IDS load
balancing, dynamic traffic filtering, and a novel IDS based
technique to detect “good” traffic flows and forward around
performance challenged institutional firewalls. Evaluation of this
approach was conducted using GridFTP and Iperf3. Results
indicate this is a viable approach to enhance science data transfer
performance and reduce security hardware costs.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network
Architecture and Design; C.2.3 [Computer-Communication
Networks]: Network Operations—network management, network
monitoring; C.2.5 [Computer-Communication Networks]:
Local and Wide-Area Networks—internet

General Terms
Design, Management, Measurement, Performance, Security

Keywords

Keywords are your own designated keywords.

1. INTRODUCTION

Research institutions engaged in data-intensive science often
encounter inadequate cyber infrastructure within the campus
which inhibits data transfer performance across existing high
performance research and education networks[1] . To address
these cyber infrastructure shortcomings, the Dart et al proposed
the Science DMZ network design pattern.

Central to the Science DMZ network design pattern is the
recognition that some components in modern campus network
such as institutional firewalls are designed to support a large
number of small traffic flows rather than the small number of
large flows often seen in data-intensive science. The challenge is
to mitigate the negative performance impact of these components
without degrading the security of the infrastructure.

Too often network security and network performance are assumed
to be diametrically opposed. In this paper we outline an approach
to augment the Science DMZ concept with a 100Gbps capable
Intrusion Detection System cluster which would not only offer
potentially improved security but would also provide a basis to
identify “good” science data transfers and provide an enhanced
bandwidth experience. This paper describes our efforts create the
SciPass system[2] which extends the Science DMZ concept to
contain an IDS cluster and ability to reactively bypass institutional
firewalls

AJ Ragusa
GlobalNOC
Indiana University
Bloomington, IN 47408

aragusa@iu.edu

The SciPass system has its origins in a prior project at Indiana
University called FlowScale[3]. The goal of the FlowScale
project was to create a cost effective Intrusion Detection
System(IDS) load balancer based on an SDN substrate. It
employed an OpenFlow[4] switch and a custom controller to
divide campus traffic across a cluster of IDS sensors. The
primary advantage of this approach was the ability to use a
standard switch versus a dedicated appliance to perform the
balancing task. Based on two years of operating this in
production at Indiana University, the SciPass system was
conceived as an evolution of FlowScale.

SciPass has 3 modes of operation, as a passive IDS load balancer
that is receiving traffic on span / tap ports, as an inline IDS load
balancer capable of blocking unwanted traffic, and as an
integrated Science DMZ. This paper focuses on this new third
mode.

2. SciPass Design

The SciPass system contains 5 components: an OpenFlow
Switch, the SciPass controller, a cluster of IDS sensors each with
enhancements to signal to SciPass, a PerfSONAR host, a firewall,
and a Data Transfer Node(DTN). Data Transfer Nodes are
purpose built servers that are tuned for network and disk
performance They frequently use GridFTP as a data transfer
protocol Both the PerfSONAR and DTN nodes are common
components in most Science DMZ implementations.  The
evaluated version of SciPass is written in Ppython using the RYU
controller.

2.1 IDS Load Balancer

SciPass takes traffic from a 100Gbps link and distributes it
between a cluster of 10Gbps capable sensors. To do this, the
SciPass controller contains a balancer that takes as input the
volume of traffic and the load on each sensor. The controller
measures traffic volume by looking at the amount of traffic that
corresponds to each OpenFlow forwarding rule installed on the
switch. Sensor load is determined by having each sensor report its
load periodically using a web API. The balancer then works to
keep the volume of traffic and load associated with each sensor
within a defined resource limit. The system performs rebalancing
at a configurable interval.

When the balancer first starts, it splits a configured local IP prefix
into a set of subnets that are then associated with an IDS sensor
which allows us to monitor 10Gbps of traffic with an array of



1Gbps capable sensors, or 100Gbps with an array of 10Gbps
capable sensors. All traffic to or from a particular prefix in the
system will be sent to the associated sensor.

Because traffic is rarely evenly distributed across an observed IP
prefix and because the traffic dynamics are ever changing, the
load and volume of traffic for each sensor is evaluate periodically,
if either exceeds a defined threshold the system will attempt to
move the largest prefix that will fit on another sensor. If no
sensor has sufficient space for even the smallest defined prefix,
the system will split the smallest prefix in half, and then try to
repeat the process in 10 seconds after which live statistics for each
new prefix will be available. For instance, if sensor A is
overloaded and is handling all traffic for 10.0.0.0/24 and this
prefix will not fit on any of the other sensors, the prefix is split
into 10.0.0.0/25 and 10.0.0.128/25.  This approach attempts to
minimize the amount of flow table space required to balance
traffic.

2.2 Whitelist

The second task was to provide a means for the IDS sensors to
identify flows that were uninteresting from a security standpoint
and signal that those flows should not be sent to the sensors.
Using the provided web API, Bro can make a whitelist request,
which specifies the associated IP addresses, protocol, and ports
for a flow to be white listed. SciPass then installs a pair of
rules(one for each direction of traffic) into the switch at a higher
priority than those used to balance causing the switch to drop the
packets for the specified flow rather than delivering to a particular
sensor. We anticipate this can significantly reduce the workload
for the IDS when science data transfers are present.

2.3 Firewall Bypass

The third task was to extend the capability of the whitelists by
forwarding good flows around low performing components such
as firewalls. SciPass looks for good flows such as large science
data transfers and bypasses the firewall, resulting in a reduction of
load on the IDS sensor, a reduction in load on the firewall, and
may result in increased throughput if the firewall is a performance
bottleneck.

Using the Bro Intrusion Detection System[5] for each sensor in
the sensor cluster, SciPass defines IDS policy to identify “good”
flows. These policies contain a combination of time of day and
day of the week, source and designation IP address, along with
protocol and application layer data to determine if a flow should
bypass an institutional firewall.

Imagine for instance that a scientist uploads genomic data to the
same facility across the country every Friday from a local DTN.
SciPass could be configured to only bypass the firewall when
transfers out of the directory “/data/genomics/project-x/”, to the
specific remote facility on Fridays between 2 and 8 am. In this
way the policy gives scientists, network administrators, and
security administrators the ability to jointly define and enforce
desired network behavior.

By default, traffic is forwarded through the OpenFlow switch via
the institutional firewall. As this happens, copies of packets are
sent to the array of IDS sensors.  SciPass uses a balancing
mechanism that ensures that all packets for a given flow go to the
same sensor for stream reassembly and that flows are distributed
as evenly as possible across the array of sensors. Using this

approach lets one monitor individual 100Gbps network
connections using an array of 1 or 10Gbps capable IDS sensors.
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Figure 1 Default forwarding through Firewall with packets
copied to 1 of the IDS sensors.

When the system determines it is appropriate to bypass an
individual flow around the institutional firewall, a pair of higher
priority OpenFlow rules are added to the switch so that packets
associated with this flow are directly forwarded from the North
port to the South port on the OpenFlow switch, bypassing the
default path which includes the institutional firewall and the IDS
array. These rules contain an idle timeout such that once the flow
completes the rules will be purged from the switch.
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Figure 2 Science Flows programmed to bypass firewall

R Perisonar |

We expect this approach will have two benefits. First, science data
users will see dramatically improved transfer performance as
inadequate cyber infrastructure is removed from the forwarding
path. Second, campus security and network operators will be able
to provide 100Gbps security with lower costs by not sending
known good traffic through institutional firewalls and IDS
clusters.



3. Methodology

For all tests conducted in this paper, all lab components were
interconnected with 10GbE interfaces. A Brocade MLXe-4
running version 5.60d in layer23 mode was used as the OpnFlow
switch. The SciPass controller was locally connected to the
switch providing < Ims RTT between the controller and
switch. A Netscreen 5200 was used as an example of an
institutional firewall. It contained 2 x 10GbE interfaces, was
running the latest code revision and was configured with the best
known tunings using a default open policy to forward all traffic.

GridFTP[6] and iperf3[5] were used to evaluate network
performance. 2 DTNs were located in Indiana University’s
InCNTRE lab for low latency testing. In addition, we used a
public test DTN hosted by ESnet at Argonne National Laboratory.
The remote DTN at Argonne had a 7ms Round Trip Time from
our lab DTNs. The path crossed 5 organizational boundaries and
contained a combination of 10Gbps and 100Gbps links.

4. Firewall Impact on Transfer Performance
Much of the motivation for the DMZ architecture hinges on the
notion that institutional firewalls are designed for a large number
of small flows and do not support use cases involving large
flows. Our first task was to test this notion under more controlled
circumstances than are typically found in production.

4.1 Bypass Evaluation

To measure host performance, a single flow TCP data transfer
using iperf3 was conducted for 10 seconds with 2 hosts directly
connected to the OpenFlow Switch. The flow achieved an
average bandwidth of 9.9Gbits/sec with no retransmissions. This
performance was consistent with that of modern well performing
hosts and represents a baseline for comparison, which represents
the performance to expect when a flow is bypassing the firewall

4.2 Firewall Evaluation

To measure the firewall performance, the same test was conducted
but with the firewall in the forwarding path. For this test the
firewall was configure with an “accept all” forwarding policy
which blocked no flows. The data transfer achieved an average
bandwidth of 1.30 Gbits/sec with 2838
retransmissions. Recorded packet captures contained duplicate
ack and retransmissions consistent with packet loss. None of the
interface counters on the switch, firewall or hosts indicated errors,
however one observation implicated the firewall.  Closer
examination of the packet counters on the firewall revealed that it
transmitted fewer packets to the destination host than it received.
Because test traffic was the only traffic on the firewall, this clearly
indicated that the source of loss was inside the firewall. This
performance was also consistent with our expectation.

4.3 Firewall with Latency

To measure impact of loss over higher latency paths, we emulated
the latency we observed in testing against a GridFTP server at
Argonne National Laboratory. From the location of our lab, the
Argonne server had a RTT of 7ms. The Linux utility TC was

used on the receiving host to introduce the equivalent amount of
delay into the lab. In this test, we saw 117Mbits/sec over the 10
seconds with 119 retransmissions. This was consistent with
expectation .
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Figure 3 transfer rate across different forwarding paths

5. SciPass Performance Impact

When designing SciPass, a key concern to address was how
quickly the system could detect and program the bypass
forwarding rules. The amount of time involved in this task has a
direct impact on how broadly applicable this technique is to
network flows typically found on a campus network.

To evaluate the impact the system’s reaction latency may have on
data transfer performance, we compared three GridFTP transfers
performed from Indiana University to a server at Argonne
National Laboratory, in all 3 cases the latency was 7ms. Both
servers in the test were using Hamilton TCP[8]. In the first test,
we evaluated transfer performance through the firewall. In the
second test, we manually preconfigured a bypass before the
transfer started. For the last test we waited 8 seconds before
switching to the firewall bypass path. Eight seconds was selected
as it represented what we thought might be a worst possible case
for reactively programming a bypass forwarding path.
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Figure 4 data transfer with manual bypass after 8 seconds

The firewall test performance was inline with our prior lab tests
with 7ms of emulated latency. The proactive firewall bypass case
indicates a rapid bandwidth growth to ~ 9 Gbps within 1 second
consistent with normal slow start phase of a TCP session. In our
reactive use case, we are effectively providing additional
bandwidth after the slow start phase has concluded and the session
is in congestion avoidance. In this case, the result is the session
taking more than 12 seconds to fully utilize the additional
bandwidth.



Next, we observed the performance of SciPass itself to determine
how long it would normally take to program a bypass. SciPass
reactions contain three phases. First, the Bro IDS monitors
GridFTP sessions extracting information about the data transfer
sessions and, based on policy, signals the SciPass controller.
Second, the SciPass controller, using OpenFlow, requests a set of
switch forwarding table modifications to bypass the firewall.
Third, the switch installs these new rules into the hardware based
forwarding tables on each line card. In our testing, the total
amount of time for the SciPass system to detect a GridFTP session
and redirect traffic around the firewall was 64ms. This indicated
that it might be possible to address the firewall bottleneck before
the TCP session had significant loss events and thus slow growth
in throughput.

Table 1. SciPass internal latency

Step Module Task ET (ms)
1 Bro Detection 20
2 SciPass Create Rules 4
3 Switch Install Rules 40
Total 64

6. Reactive Bypass

In the final test we performed another GridFTP transfer between
IU and Argonne with SciPass reactively bypassing around the
firewall. For these tests, Bro was simply configured to identify
data transfer flows in the capture. The implication of this
approach is that the bypass will not kick in until flow start time +
reaction latency. A likely superior approach for future evaluation
involves examining the control channel to identify new data
transfer flows and bypassing before or in parallel to the data
transfer flows being established, effectively reducing the impact
of detection latency on data transfer performance.
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Figure 5 data transfer with SciPass reactive bypass

In this test, the transfer achieved equivalent throughput to the
proactive bypass within 1.5 seconds. Over a prolonged transfer
there appears to be no sustained transfer performance impact
beyond a lower rate of growth in transfer speed. The reactively
bypassed flow doubled the average transfer rate of the firewall
path within 250ms. By 250ms into the firewall path based
transfer, approximately 1.9Mbytes had been sent.

7. Analysis
The results indicate that least some modern 10Gbps capable
firewalls have a significantly negative impact on science data

transfers. SciPass is able to detect science data transfers and
program alternative forwarding paths in 64ms. Reactively
bypassed test transfers achieved double the transfer rate of the
firewalled path within 250ms and the same transfer rate as not
having a firewall within 1.5 seconds.  This indicates that this
approach would yield significant performance improvements for
any data transfers greater than 2 Mbytes using variable bit rate
protocols.

It should also be noted how difficult it was concretely identify the
source of packet loss in our lab environment. The lab had nearly
ideal conditions, as we controlled every component in the path
and the only traffic on the firewall was for our test flow. The
cause of this difficulty relates to a lack of exposed counters that
indicate when packets are lost in devices like firewalls. In
production, the multi-domain nature of the Internet inhibits access
to all counters along the forwarding path. Such challenges
highlight the need for a key element of the Science DMZ, active
measurement and in particular PerfSONAR[9].  Iperf3 was
selected as a test tool in part because it is a part of the
PerfSONAR system.

While this approach does dynamically remove the firewall from
the forwarding path, it also adds a new switch. This goes against
one of the objectives of keeping the DMZ forwarding path as
simple as possible to reduce the number of components that can
fail. We anticipate that as OpenFlow matures the switch used by
SciPass could be converged with existing campus infrastructure
thereby removing the extra component.

8. Related Work

The SciPass approach to load balancing at this stage of
development follows the same basic approach used by Wang et
al[10] but for a different use case. Our use case involves
monitoring a potential large range of prefix space, inspecting any
packets from the controller would likely hit an internal switch
limit or expose the controller to a denial of service risk, as a result
we only observe flow statistics collected from the switch and do
not examine any packets on the controller.

Efforts by Cambell and Lee focused on using a flow shunting
techniques to limit the volume of uninteresting traffic, showing
how in some cases they were able to reduce sensor work load by
up to 88%][11]. This shunting approach is complimentary to the
SciPass’s whitelist feature and should help scale up to 100Gbps.

Beyond efforts focused on creating a load balancer using an
OpenFlow switch there are other vendor specific approaches to
that are used within the community that employ an Arista switch
with the DANZ feature[12]. This approach has the advantage of
vendor backing along with the disadvantage of vendor lock in and
lack of ability to independently customize the balancing approach.

SciPass presents a system that is capable of reactive bypass based
upon the internal data transfer contents as well as the source and
destination ip and port information for the session. Our approach
is conceptually similar to that outlined by Narisetty[13]. The
details diverge as we use a different switch implementation,
OpenFlow controller and DPI device. Both efforts show
consistent impact of ~20ms for application detection. In our case
we used Bro whereas Narisetty used vArmour’s DPI capability.
An additional difference relate to our efforts to measure the
impact on end to end performance TCP performance on
production network.



Kissel et al, have advocated for an end host signaled approach to
bypassing[14]We feel that this approach could be a
complimentary augmentation to a system like SciPass or a
possible alternative so long as the following concerns are
addressed.  First, to support end host signally presupposes you
trust the end hosts, as the number of hosts grows your trust
liability also grows. Second, many organizations will either
formally or informally follow a separation of duty model where
the security staff, separate from the end users and operators,
maintain policy enforcement and security apparatus at key control
points. The authors contend that any system that can proactively
or reactively influence institutional security posture should
provide a means for security staff to control this influence. In
particular, security staff need to be able to control which hosts’
application traffic is suitable is allowed to follow alternative
forwarding arrangements through control points using some form
of authorization policy.  The suitability of an end host signaled
approach like XSP vs a centralized reactive solution like SciPass
will depend on an organizations security posture as well as the
particular use case envisioned.

9. Future work

SciPass is still under active development. One yet to be developed
performance feature is the previously mentioned ability to detect
and establish bypass rules for multi-flow protocols like GridFTP.
By inspecting the control channel rather than the transfer channel,
we hope to further reduce the performance impact of detection
latency by starting the detection process before the data transfer.

The effectiveness of SciPass’s load balancing routines has not yet
been evaluated using real traffic. As development progresses, we
are looking to evaluate against live network traffic on the Indiana
University Campus network.

Tests in this paper were performed with both hosts using
Hamilton TCP as it is the default for many modern Linux
distributions. To better understand the generalized suitability of
this approach evaluations of other algorithms is desired.

Additional examination of the tradeoffs in performance,
administrative overhead and security when considering the
deployment of bypass techniques would help guide the
community as network designs continue to evolve to support
domain science research.

Beyond transfer performance, this approach has the potential to
reduce costs for a number of infrastructure components. A more
detailed analysis of the cost impact would aid operators in
understanding the suitability of this approach in operations.
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